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WEBSITE AUDIT THIRD PARTY

Site Name : NID Web Application
Site URL : https://nid.edu/
Temporary Site URL : http://beta.nid.edu
Version number :2.0

Testing Start Date : 7th October 2020
Testing End Date : 6th November 2020
Audited by : Subodh Vishe

Observation: The above site has undergone Security Audit and has been certified to be
safe from vulnerabilities. The contents audited were based on the URL mentioned
above.

Conclusion: We tested the website for OWASP top 10 vulnerabilities. The website is
free from OWASP top 10 vulnerabilities any other known vulnerabilities and is safe for
hosting. The website has dynamic Pages meant to be available to public without
authentication and with authentication for closed user group.

Recommendation:

1. The website https://nid.edu/ may be hosted with privileges of read only
permission for normal user.
2. WAF (Web Application Firewall) can be implemented for additional protection.

w

Patch management and OS hardening on regular interval or as per requirement.
4. Housekeeping on regular interval
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